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[bookmark: _GoBack]Abstract: Update solution#3 to enable the CMF selection based on CAG ID. Clarify the on CAG information. 
1. Introduction/Discussion
There is an EN in the solution#3:
Editor's note:	Whether there are present 1 or more CMF is FFS..
If more than one CMFs are deployed in the 5GC, the CMF selection procedure is needed. NEF shall select a CMF to store the CAG information during the AF provisioning procedure, and AMF shall select a CMF to retrieve the CAG information in the Registration procedure. If NEF and AMF select different CMF, the registration may be rejected since the AMF cannot retrieve the corresponding CAG information for access control, which results in rejecting the Registration. Therefore, this contribution updates the solution to ensure both NEF and AMF select the same CMF.
This contribution also updates solution#3 to clarify the CAG information provided by the AF during the procedure for provisioning CAG information to the CMF from AF. The CMF stores the GPSI of visitor UE and the corresponding allowed CAG list. In the registration procedure of the visitor UE, AMF provides GPSI to the CMF and CMF provides the corresponding allowed CAG list to the AMF. AMF determines whether the visitor UE is allowed to access to the CAG cell by checking if the CAG ID that the visitor UE connects with is included in retrieved information.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-45
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc160970854]6.3	Solution #3: Enable provisioning of CAG information from AF via NEF in roaming scenario
[bookmark: _Toc160970855]6.3.1	Description
This solution is aimed at KI#2 about how to enable the CAG owner or an authorized administrator to provision/update CAG information to the network for 5G Femto access control. The provisioning/updating of CAG info to the network that 5G Femto serves and the network that the UE has subscription will be considered.
The network that 5G Femto serves and the network that the UE has subscription may be different networks (i.e. in roaming scenario). Based on the existing CAG mechanism, the CAG information is part of subscription data stored in the UDM. Therefore, in roaming scenario, it is not feasible for the authorized administrator to update the CAG information of a network in the subscription data stored in the UDM in another network.
In order to enable provisioning of CAG information in the above scenario, a CAG Management Function (CMF) is introduced. This CMF is deployed in the network that the 5G Femto serves. The CMF is used to store the CAG information of the UE which is allowed to access the Femto cell. The CAG information contains GPSI and CAG ID. The GPSI is used to identify the specific UE (e.g. visitor UE). The CAG ID is used to identify the CAG cell which the UE is allowed to access to.This CMF is used to store the CAG information of the UE whose home network is different from the network the CMF serves.
Table 6.X.1-1:  CAG information stored in CMF
	Attribute name
	Data type
	P
	Cardinality
	Description

	GPSI
	GPSI
	M
	1
	GPSI (Generic Public Subscription Identifier) used both inside and outside of the 3GPP system to address a 3GPP subscription.

	CAG-ID
	CsgID
	M
	1
	CAG ID of the Femto



Editor's note:	Whether there are present 1 or more CMF is FFS..
The UE of CAG owner can provide CAG information related to the UE of the visitor to the server used by the authorized administrator. The AF corresponding to the authorized administrator provides this information to the CMF. CMF can create and store the CAG information based on the information from the AF (authorized administrator).
When the UE of visitor selects the CAG cell manually and registers via a CAG cell of 5G Femto, AMF can request the CMF to authorize whether the UE is allowed to access the network via the CAG cell.
If there are more than one CMFs deployed in the network, the CMF selection shall be considered. In the procedure of provisioning CAG information to the CMF by AF, the NEF shall select a CMF to store such CAG information, while in the visitor UE’s Registration procedure, the AMF shall select the CMF which stored the CAG information of the visitor UE. Otherwise the Registration procedure will be rejected since AMF cannot retrieve the corresponding CAG information for access control. 
Therefore, in order to ensure the same CMF will be selected by both NEF and AMF, the CAG ID can be the input to discover and select the CMF. The CMF registers the CAG ID RANGE to the NRF. NEF or AMF triggers the NF discovery procedure and sends CAG ID to the NRF. NRF selects the appropriate CMF based on CAG ID and sends the NF profile to the NEF or AMF.
[bookmark: _Toc160970856]6.3.2	Procedures
[bookmark: _Toc160970857]6.3.2.1	Procedure for provisioning CAG information to the CMF


[bookmark: _MON_1773577571]
[bookmark: _CRFigure4_2_2_3_31]Figure 6.3.2.1-1: CAG information provisioning
1.	The UE of the CAG owner of the 5G Femto establishes a connection towith the serverAF responsible to manage the access to the 5G Femto in order to provide the CAG information which used by the authorized administrator. The UE of the CAG owner can provide the CAG information related to the UE(s) of visitor to the authorized administrator. The CAG information related to the UE(s) of visitor includes the list of UE identifier(s) (ei.ge. the GPSI) and allowed the list of CAG IDs of Femto cell which the UE is allowed to access to list. The Allowed CAG list may include one or allmore CAG ID of the Femto cell which the UE is allowed to accessUEs and one or more CAG IDs. In this interaction the information related to 1 or more UEs may be provided depending by needs. Optionally, the UE of the CAG owner can also provide validity conditions associated with the allowed CAG list may be provided. This interaction takes place at application layer and it is outside the scope of this study.
2	The AF corresponding to the authorized administrator provides the CAG information to be created or updated in a Nnef_ParameterProvision_Create or Nnef_ParameterProvision_Update Request to the NEF. The CAG information contains the lists of CAG ID(s) of Femto cell and the list of GPSI(s) of visitor UE(s) which are allowed to connect to the Femto cell identified by the provided CAG ID(s).
3.	NEF selects a CMF based on provided CAG ID(s), as described in clause 6.3.2.4.
43.	If the authorized administratorAF is authorised by the NEF to provision the parameters, the NEF requests to create, update and store the provisioned parameters as part of the subscriber data in CMF via Ncmf_ParameterProvision_Create or Ncmf_ParameterProvision_Update Request message. The CMF stores the provided CAG information.
54.	CMF responds to the request with Ncmf_ParameterProvision_Create/Update Response. If the procedure failed, thea cause value indicatesing the reason is provided.
65.	NEF responds to the request with Nnef_ParameterProvision_Create/Update Response. If the procedure failed, thea cause value indicatinges the reason is provided.
[bookmark: _Toc160970858]6.3.2.2	Procedure for visitor UE registration


[bookmark: _MON_1773578778]
Figure 6.3.2.2-1: Visitor UE registration procedure
1.	After the CAG information of the visitor UE is updated to the CMF, theThe visitor UE of the visitor can manuallyintending to connected to a 5G Femto manually selects the CAG cell of 5G NR Femto and attempts the  registration.
NOTE:	How the UE of the visitor be is aware of the CAG ID to be selected is not defined by 3GPPconsidered outside the scope of this study.
2.	The UE sends a Registration Request including an indication indicating that it is aof connection as “visitor UE”.
3.	RAN performs the AMF selection.
4.	RAN sends the Registration Request from the visitor UE to the selected AMF.
5.	AMF performs AUSF selection for the security procedure.
6.	The authenticationSecurity procedure is performed as described in TS 33.501.
7.	AMF retrieves the Access and Mobility Subscription data using Nudm_SDM_Get. The GPSI is provided to the AMF in the Access and Mobility Subscription data from the UDM if the GPSI is available in the UE subscription data.
8.	AMF selects a CMF based on CAG ID, as described in clause 6.3.2.4. The CMF is in the same network with Femto in both roaming scenario and non-roaming scenario.
[bookmark: _Hlk163033073]97.	AMF determines to perform the access control for the CAG cell via CMF based on the indication from the UE in the Registration Request. The AMF provides the GPSI of visitor UE to the CMF. CMF provides the CAG information associated with this GPSI to the AMF (i.e. the list of CAG ID associated to the UE). The AMF shall retrieve the CAG information stored by CMF to determines whether the UE is allowed to access to the CAG cell by checking if the CAG ID is included in retrieved information. If the CAG ID is not in the allowed CAGincluded in the list of the UE, AMF canshall reject the registration request.
108.	Steps 150 - 25 in clause 4.2.2.2.2 of TS 23.502 [3] (General Registration).
6.3.2.3	Procedure for CMF Registration


Figure 6.3.2.3-1: CMF Registration and Update
1.	CMF sends Nnrf_NFManagement_NFRegister Request or Nnrf_NFManagement_NFUpdate Request to NRF to inform the NRF of its NF profile. The NF profile of CMF contains NF type, NF instance ID, FQDN or IP address of NF, Names of supported NF services and PLMN ID. The NF profile of CMF contains the Range of CAG IDs which are managed by the CMF.
2.	The NRF stores the NF profile of CMF.
3.	The NRF acknowledge NF Registration is accepted via Nnrf_NFManagement_NFRegister response.
6.3.2.4	Procedure for CMF discovery


Figure 6.3.2.4-1: CMF discovery procedure
1.	The NF service consumer (i.e. AMF or NEF) intends to discover services of CMF. The NF service consumer invokes Nnrf_NFDiscovery_Request from an appropriate configured NRF in the same PLMN. The request includes the CAG ID(s).
2.	The NRF authorizes the Nnrf_NFDiscovery_Request. Based on the profile of the expected NF/NF service and the type of the NF service consumer, the NRF determines whether the NF service consumer is allowed to discover the expected NF instance(s).
3.	The NRF determines the serving CMF matching the CAG ID in the request (i.e. CMF for which the CAG ID is in the CAG ID RANGE of CMF) received in Nnrf_NFDiscovery_Request and sends the NF profile of the determined CMF.
[bookmark: _Toc160970859]6.3.3	Impacts on services, entities and interfaces
UE:
-	For the UE of visitor, the ability to indicate that it is a visitor UE for CAG cell of 5G NR Femto in the Registration Request
NOTE:	The interactions between the UE and the AF takes place at application layer therefore is outside the scope of this study and this interaction has no impact on the UE.
AF (Authorized administrator):
-	Ability Capability to perform the External Parameter Provisioning procedure to provide the UE identifier, allowed CAG list and validity conditions to the UDMCMF.
CMF:
-	A new NF to create and store the CAG information based on the provisioned data.
AMF:
-	Capability Ability to retrieve the CAG information stored in the CMF to determine whether the UE is allowed to access to the CAG cell.
-	Capability to select CMF based on CAG ID.
NEF:
-	Capability to select CMF based on CAG ID.
-	Capability to support the new parameter in the External Parameter Provisioning procedure.
NRF:
-	Ability to store the CMF profile and discover the CMF based on CAG ID.

* * * * End of changes * * * *
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